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Motivation and Purpose

 RTN is a critical issue for RRAM devices (memory / synapse) but it
can also be exploited as an entropy source (e.g., in RNGs and
PUFs).

« A Compact Model for RTN in RRAMs is still missing.

» The first Verilog-A Compact Model of RTN in RRAMSs:

« Valid in both resistive states.

« Easily tweakable and adaptable to a variety of materials.

« Accounts for the intrinsic randomness in the number of
defects (i.e., it includes also multi-level RTN) contributing to
the RTN and their properties.

« (Can be steadily integrated in existing RRAM device compact
models to perform advanced simulations and circuit design
for many applications.

 We show how it can be used in the design of the building block of a
Truly-Random Number Generator circuit.

UNIMORE Dec.052018 11th International MOS-AK Workshop (Santa Clara - CA - U.S.A)) 2
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Introduction
Memory hierarchy: filling the gap

o Flash

RAM SSD Tape ?
G N ~ [ R
SSD Smartphones

Today (e)SRAM DRAM J [ NAND NAND

G J X A\ 7 _> 2 ~15x I

& N N R I l I I I

(e)STT RRAM? Py

Tomorrow . )

Tablets
PC SSD
: ~65X I
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Introduction

HfO,-based device: not only NVM!

Proposed App
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Neuromorphic Computing:
Hardware Synapse
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Utilizing the Variability of Resistive Random
Access Memory to Implement Reconfigurable
Physical Unclonable Functions

An Chen, Senior Member, IEEE.

Abstract — The stochastic switching mechanism and intrinsic
ariability of Resistive Random Access Memory (RRAM). ,m_.
severe challeages for memory applications, which however

be utlized lonable Function u-u-u Tor

variation, this propassl expl insic variability in physical

with characteristics of the
PUF design are assesscd by simulation using measured RRAM
properties and dey ly random variation of RRAM

resistance is critical for PUF uniqueness (or unclonability). The

rlablty (or robustncm) o the proposed PUF ia afected by
 of RRAM resistance s

o iy (Iu—knﬁk\ Large separation between inter-

=nd intra.chip Hamming distance as the measure of niqueness

‘and reliability confirms the feasibility of the PLF proposal.

Index Terms — PUF, RRAM, variability, security

L INTRODUCTION
Rumu. metal-oxide based Resistive Random Access
M RRAM) b d

‘memory (NVM) candidate. However, it is also recognized that
the stochastie RRAM switching mechanisms introduce large
variability in device parameters and impose severe challenges
for memory applications [1, 2]. The variation in switching
voltage degrades writing voltage masgin and the resistance
variation _reduces sensing margin.  RRAM variability

natural souree of randomaess fo PUF implementation, which
is also reconfigurable by reprogramming RRAM arrays. The
ability to reconfigure PUF helps to_overcome reliability
degradation and limitations of small CRP size, ¢.¢., exhaustive
CRP aceess atiack, modeling attack, efe. ~Reconfigurable
PUFs may significantly enhance security protocals [8].

11 PUF DESIGN BASED ON RRAM VARIABILITY

RRAM switching is generally auributed to the formation
and anuihilation of flamentary conductive paths inside of
insulating diclectrics between clectrodes. The breaking of
these “flaments” creates nano-scale gaps betwee clectrodes
and the partially formed. Slaments.  Since these filaments and
‘nano-gaps are not microscopically controlled during switching,
their dimension and composition incvitably vary from cycle to
eyele and from cell to cell. The variation is reflested in the
wide range of distributions of RRAM switching parameters
(e, resistance, voltage, etc). RRAM variability is inherent

" -

yield of functional
‘Altbough variabiliy is undesiable for memorics, security
applications embrace truly random variations. Pervasive and
ubiquitous computing requires robust light-weight security
technologies at low cost, which may be fulfilled by physical
melocabe funcion (PU). PUF wlzs hysical
ariability to primitives [3-
7] A “challenge” applied on a PUF generates a “response”,
converting physial variability in PUF hardwae imo digial
bicsting randommess.  Most PUFs exploit

™ e
isebsion 13 LRS and HRS for ToOx based
LRS and HRS follow normsl and lognorms]
&) Lisraion of 3 PUF implemesetion bused co
v

Fig L (a) Somuls
RRAM repocted in [1
distuions, respecty
RRAM resistance vir

Conduction in the high-resistance-state (HRS) is dominated
by tunneling across the nano-gaps. Thesefore, small variation
of nano-gap dimension ranslates 10 large rosistance variation

variation, with sutic challenge-response pairs (CRPs) after
fabrication. The stochastic RRAM mechanisms provide a

Manuseript reveived Noverber 8, 2014

Aa Chn ' i CLOBALFOUNDIES, S Clach CA 5304 U3
(phone: 408 462-4015; ¢ i 22 chenfElobaloundrie.

in HRS. Lov (LRS) depend on
the nature of flameats and could be ncarly chmic. The HRS
resistance can be modeled by (1) [9]

Russ = Russ- (10 expla/go - exp(EAD) (1)
whete g is gap distance along Slaments, ¢,  fitting parameter,
1 oxide thickness, and E, an activation energy. Fig. 1(a) shows
simulated resistance distributions, matching well with TaO,-

Intrinsically Secure Device:

Unclonable Circuits
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The Resistance Model

« We model the resistance of the RRAM by assuming:

« A simplified regular shape of the CF (constant S across CF length)
« Reading conditions (i.e., low applied field)
* Full CF in LRS (Ohmic transport)

* Impact of temperature is neglected but can be easily incorporated in the pcr term

* Ruptured CF in HRS - batrrier (Trap-Assisted Tunneling conduction)

* Includes the effect of temperature with an Arrhenius activation term

 Parameters:

+ k estimated by physics-based simulations including TAT

» Egextracted from R measurement in HRS at different T HRS LRS

* pcr is taken from the literature

ZT zA

Eg 1 TE ) 'TE

Cox — X x R _
R(x,T) = RLRS( O); + (ek — 1) : ekBT> Rirs =

ox

Pcr * tox

Scr

General representation of R valid in both LRS and HRS ¢ xl ; ]. t,
oA

BE +7 BE
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Charge Transport

« Charge transport is modeled starting from the R description:
* Full CF in LRS (Ohmic transport)
Ohm’s law

* Ruptured CF in HRS - batrrier (Trap-Assisted Tunneling conduction)

Non-linear charge transport accounted for by using a compact formula
« Vj extracted from |-V measurement in HRS and further verified by physics-based

simulations
/4 Vo . V
ILRS = E IHRS = E . Slnh (%)
o3 \ /

i . ' ' ' HRS LRS
< i ZT zA
=107
c R
L 7
510 | - Exp. Rata i
O B --Simulation b)

9% =5 0 05 1 15 o o

Voltage (V)

" BE
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Switching Dynamics

« Switching dynamics is fully encoded in a set of coupled differential
equations linking the barrier thickness to the applied voltage (V) and

to the internal temperature (T):
« Reset and Set ops. associated with the barrier growth and collapse
» Field-driven oxygen ions drift/diffusion and recombination (reset) — parameters Ep,
Jdo: @, b
« Field-accelerated thermochemical Hf-O bond breakage (set) — parameters Eg, f
* Thermal dynamic effects included

* Localized power dissipation as a result of charge transport (C)
* Includes a term to model heat exchange between the CF/barrier and its

surroundings (k)
* Includes the effect of different ambient temperature (T()

HRS LRS

zh z &

T . _
=C, '[V-1—ke(T—Ty)] p

at ) N
dx (ED—(Qo—axb)m)
77 = Co€ kT (reset)

dx (ﬁ)
77 = XCoe kpT (set)

Y

" BE
vy

UNIMORE Dec.052018 11th International MOS-AK Workshop (Santa Clara - CA - U.S.A)) 10



Results

* Model calibrated on exp. data from a TiN/Ti/HfO,/TiN device
« DC (quasi-static ramped voltage switching)

« AC (ns pulsed switching)

« DC data

° IC = 100 UA, VRESET = ‘1 3 V

« AC data
* Pulsed reset op.

¢ VRESET=_1'1V/_1'2V/_1'3V

 Pulse width =10 ns

=100 pA

-~

s J

-~y

-y

© Exp. Data
——Compact Model

oy

05 0 05
Voltage (V)
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5 1

w

zZ4
t

L\ ITE)

I

1 |- o
! .
A= ==

e %

&
#
L/

-7 BE
Ly

HRS LRS

—

—
N

—

t Lines: Compact Model
| Symbols: Exp. Data

Pulse width =10 ns

Relative
Resistance Change
o o 8 o o

R -
10° &2 BB S 00 feSetopec) b)
1 ==-Veeser™ 11V ==-Voeser™ 12 V === Veger™13 V
10 5 X
10 10 10

Number of Pulses
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Variability

* Experimental cycling variability ———

features:

* Normal R distribution in LRS
* Log-normal R distribution in HRS
(normal distribution of x in HRS)

* Modeled by using two Gaussian

variability sources

* S randomly varied from normal
distribution at each SET event

« X randomly varied (normal
distribution) during each RESET

event

« Compact model predicts p, while
o does not depend on op. ——,

conditions and can be easily
extracted from variability data
and included in the model for
variability-aware sim.

UNIMORE

Dec. 052018

Probability

10
—~ -5
<10 :
— —Exp. Data S 4
C —Si i N
5 Simulation W |7 Vaese=1.3V
= 7 Ml e | N¥
) - E ArTING_g-o 8
'S 10 } 5075 a _
So. ” o Exp. data| o n
Q‘:OZS b p wrs  -Fitting 8 _/"ﬁazRMAL
001 34 6 8 10 12 12 5 o FITTING
9 Current (A) 107 clant A 158
10 s
-1.5 -1 -0.5 0 0.5 1
Voltage (V)
0.75 | j ]
=
g 0.25 Veeser=1.3V \ [
3 0.1 I=100uA  LRS
o o Exp. data
— Sim. data
0.01 _ _
10”7 10° 107 10"
Current (A)
0.995 [[5+—m el >
095 tl— Linear Fit //" ’/"
' O Veeser=1.3V > d
075 L]--- LineazFit
02 | Lty
0.1 } ol g = Normal
0.01 t & Q@ &Q Distributions b)‘
’ D E’ 1 Er" 1 1
0 0.5 1 1.5 2 2.5
X [nm]
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Random Telegraph Noise

The dominant noise in RRAM
Trouble or Resource?

lurs )

IHRS )

lirs (A)

Read errors

Reduced effective memory window
Synaptic weight random fluctuations
Reduced hamming distance in PUFs

Reduced effective randomness in RNGs

RTN-based RNGs
RTN-based PUFs
Entropy Source
Exploratory tool

107 T=340 K

vl [
% 2000 4000 6000 8000
Time (a. u.)
ax 107
L R U kT Ae
S 2000 4000 6000 8000
Time (a. u.)
£x 107
2 40 mV c)
85 i 2
0 2000 4000 6000 8000
ime (a. u.)

F. M. Puglisi et al. - [EEE IRPS 2015
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T. Figliolia et al. - IEEE ISCAS 2016
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RTN in RRAM: Physics

* The physical picture of RTN in RRAM

» Due to defects (charge trapping and de-trapping)

» (Can always be seen as an alteration of charge transport

» Dependent on the resistive state (charge transport is different in the two
states!)

« We perform careful RTN analysis in both LRS and HRS, across many
switching cycles and on many devices in different conditions (Vgeser I, T)

HRS LRS
104 - : 24 -
N ' I °
_105F ' ‘[
< ! cr B ®
£ 10° ®
o E Y ‘ barrier . [
5 10_7 : 400 800 1200 ol M ]:/ \ m o
O : V Time (ms
10°® e |tb |
-1.5-1.2-0.9-0.6-0.3 0.0 0.3 0.6 0.9 1.2 1.5 *V ? T ) £y

Voltage [V]

O =Electron ‘=Active defect .:De-activated defect

UNIMORE Dec.052018 11th International MOS-AK Workshop (Santa Clara - CA - U.S.A)) 15



Probability

RTN in HRS: Physics

« The physical picture of RTN in RRAM in HRS
» HRS charge transport is supported by TAT at V,+ defects

» Charge trapping at additional defects (interstitial oxygen) perturbs the local
potential drastically affecting TAT transport at V,+ defects nearby

« Comparison of exp. data and physics-based simulations including
V,* and interstitial oxygen defects confirms the picture.

HRS

N =9.1021 ~m-3 » '
N;=2-10% cm™, "

AIRTN

0.999 ¢
0.99 ||~ Veeeer=1.1V sim.
N e VRESET=1'3V Sim.
0.9 - VRESET=1'5V Slm.
0.5
0.1 Vireser 7S
001 i ,,—-:,'g(":‘,u
0.001 ¢ AL

Fluctuations

& |9 Vegser=1.1V Exp.
‘ o VRESET:1'3V EXp
x VRESET=1'5V EXp

barrier

I

(0)

x

10 )

10 10 10° 10" 10°
Current Fluctutation (A)
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RTN in HRS: Compact Model

« RTN amplitude (Al or equivalently AR) statistics in HRS:
» Charge transport limited by the barrier (TAT at V,* defects)
« RTN given by V,* defects “activation/de-activation” due to e trapping/de-
trapping at interstitial oxygen defects close to V,+ defects
» CF-size, barrier-size, voltage, temperature independent
« Confirmed by physics-based kinetic Monte-Carlo simulations

« Compact formulation of amplitude statistics in HRS

AR 1 AR
(,)=h ol

)50.6

R HRS 2 R HRS
0.995 [0 V,_=toomv t__=7onm T-25.C -
== Lognormal Fit Q,dlﬂﬁc
L| O Veap=50mV t__=1.0nm T=25°C o7 A
06_995 Ll & Vgenp=100mV :bamer=1.5nm T=25°C 8 & 1
= 0.75 A Voeap=100mV t o =1.0nm T=75°C | _
s N Al
% 05 t 7 = std. Normal 7= log\NV (u + aZ)_
-2 random variable 52
a 0.25 %ﬁﬁ Mean = "2 = 0.57
01 ¢ ;)m‘%/ﬂ Median =M = e* = 0.5 |
0.05 275 a o = slope in the 1 =1n0.5
& U% lognormal probability plot og=0.6
0.01 , gnormal probability plot
-1 0
10 Alll 10
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Capture and emission times at oxygen
interstitials calculated with compact
formulae (TAT formalism).

Include dependence on temperature,
voltage, and defect position and typology.

7o o coelis)e(FT)

t—x
Ae ) e\KT

U
5
N—r

Te X Cp€
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RTN in LRS: Physics

 The phyS|CaI picture of RTN in RRAM in LRS

Charge transport = Delocalized electron flow along the CF
« CF made of tightly packed V,* defects, therefore their individual ©
activation/deactivation produces no sensible effect
* RTN due to screening from trapped charge at defects around the CF

LRS
zA

» (Can be both V,* and O interstitials t,,
» CF-size dependence (reported in the literature as well) 5
d
/)/ BE :
Ly
(b) (c) :
x10'8 cm-3 x102° cm-? © =Electron () =Active defect
1 1
0.8 ‘ 0.8
0.6 0.6 7 v
0.4 0.4 2 35x 10
0.2 C A X .
(e < P [ 5 a
o o33 |1 P L
S i 1 { [~wio RTN defect P
52-32' 5: H ---w RTN defect :; ;{ .E ‘: i
© Y P i !
2.3 pr e T ANIRE ]
S S—
¢=10nm X ¢=10nm X ¢=1nm X 23 \ . | )
Np = 1018 cm3 Np = 102 cm3 Np = 10% cm? 0 0.02 0.04 0.06 0.08 0.1

Ti
S. Ambrogio et al. - IEEE TED 2014, vol. 61, no. 8, pp. 2920 ime [s]
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RTN in LRS: Compact Model

« RTN amplitude (Al or equivalently AR) statistics in LRS:
» Charge transport limited by the CF
» Screening effect on the CF (CF-size dependent) modeled with geometrical
simplification to derive a simple formula

« Compact formulation of amplitude statistics in LRS

Top View
d) AR Ttg
() s
R 1Rs 2ty * ScF
(AR ) 0.3
o|— = 0.
R Rs

Front Vlew

Capture and emission times at defects
surrounding the CF calculated with the
same formulae used for the HRS case.

@ -Defect r<A —*screening
- r=A —*nNno screening
Include dependence on temperature,

Ter ™~ E voltage, and defect position and
typology.
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Al/l

RTN in RRAM: Complete Compact
Model

« Complete formulation of RTN amplitude statistics
« Compact formula valid in both states
« RTN amplitude statistics correctly reproduced in many different
operating conditions (also with +3c bounds!)

« Confirmed by validation against a significantly large dataset and data
from the literature (also different materials!)

-1
Vieser 1.6V to 2.0V T 25°C to 125°C I 40pA to 150 pA Al AR 2. ¢ SCF
R R
Symbols: Experiments ' T "HRS RTN I R Ty
Lines: Compact Modgl ' LogN dist. 1 01
10°k 0 b) Compact Model
__________ 10 } * A }
Nl 1 *Q. 0820 o 7[35‘%
-1 [ 10 } *9,,-£v 1
10} ; ¥ V* Y.~ Ogv O LRS HfO, |
| w 107 % * i 8 1 HRS HfO, 1
2 ; < " O /\ HRS HfO, :
10 <, 4 4 : -3 "? % LRS NiO '
1 | 0. vuser |
10 : LRS RTN Symbols therature Data «+» Compact Model |}
10* 10° 10° 10° 10° 10" 10° ! LogN dist. 10'4 P . - P R
10 . R(Q) . HRS.I LRS . 0%0.3 > 5 .
o 3 Z 5 5 4 10 10 10 10 10 10
10 10 10 10 10 10 10
L (A) RIC]

F. M. Puglisi et al., IEEE TED 2018
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Compact Model Applications

* RRAM Compact Model enables 57— 10”
. . . . . | ||SET, , ]
advanced circuit simulations for T (XEONE: 110°
' icati R I 3 i
many emerging applications. cosl | 1 mewl= {10*
 Here we show two examples 2 Y\ ws /\ s
. - i S ‘ O s I
Design of the building block  READ —— 1108
of a Truly-Random Number o5l | 1 HRS N\ . 17
Generator circuit exploiting . @L
L -8
the RTN randomness as an N \ g0
entropy source - ' tme (s)
<
£ 100} El
» Design of a logic-in-memory ¢ so; ’ %>”5 MNFHM!WWW{WMWMWMW Tt
circuit architecture - 601' " 2 RS- v y
implementing a 1-bit full- 2 120 fime(s) Vo fme(s)
adder accounting for the £ |\ = @& Swf 7
intrinsic variability of the £ 100 T 18l @
T . * 177 o
resistive states and the logic ¢ s & e :516_ o
state degradation. & L @] Es o .
60 80 100 120 "4 15 16 17 16 19 20
sample # n (nA) sample # n (uA)
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True-RNG Circuit based on RTN

Using the possibility to
simulate RTN transient to
design a True-RNG circuit:
. RRAM device in HRS
(x =1 nm).
. Series transistor.

. Buffer with a high-pass
filter.

«  Comparator. 3
e Successful reproduction >
of the RTN pattern at =

the output (i.e., random %

>

bit stream) also in case
of multilevel RTN

UN|MORE Dec. 052018

VR?AD
RRAM with RTN module
é — Cotrr!parator
v Buffer (trigger)
D
' + . VeiLTeR a)
V 1l +
¢ { P C R, ﬂ_ Vour
£ 1 Vrer
90
70 | b)
501 171 1?2 113 1%4 115 176 1?7 178 1?9 2
10 T
5
0
5 C)
104 1.1 1.2 1.3 14 15 16 1.7 1.8 1.9 2
time (s) Vour Randomness = 50.8%

F. M. Puglisi et al., IEEE TED 2018
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Logic-in-Memory Circuits

« LiM associates logic states with RESISTIVE states, not voltage!
« A RRAM cell (P) holds 1 bit (memory) but the same bit also represent
a logic value that can be processed in place (logic)!
* A very promising LiM scheme to be realized using RRAMSs.
« Two ops. (IMPLY and FALSE) that form a complete logic group:
 All possible logic gates can be built out of IMPLY and FALSE ops.
* FALSE (i.e., always yields logic 0). Easy to realize with RESET.
« IMPLY (a two-input operation with the following truth table).

v

VCOND VSET P must not
I

switch!
P E Q Vconp Must be

. small enough!

2

l
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Logic-in-Memory Circuits

 IMPLY performed by applying appropriate voltages to the top
electrodes of the two RRAM devices (i.e., Vconp and Vgey).

* FALSE: reset operation on the individual RRAM device.

* The Vger (= 1.16 V), Veonp (= 1.05 V), and Rg (= 4 kQ)) values were
derived by using a custom optimization algorithm.

* Logic values chosen given the optimal Vger and Vonp tOgether with

device variability features in both resistive states.
Logic 0: 30kQ<R<70 kQ Logic 1: 3 kQ<R<7kQ)

V V 10° 2
COND SET
Logic 0
15
- 2
P Q & VO—' .
g _ 4] emmemecocsoceesscoosseossosssasassasaaa- \, _ ::D
10 VCOND \:‘ 1 .
o =z
* f “\\ 8
Logic 1 | >
R " — 0.5
G \ .
C A
; 10 ns pulse! ) \
an3 1 1 1 1 1 1 1 1 1 0
10 0 04 02 03 04 05 06 07 08 09 1
Time (s) %1078
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Logic-in-Memory 1-bit Full-Adder

* Proposed implementation of a LiM 1-bit Full-Adder
« 9 devices and 43 steps (17 FALSE).
* Input devices logic states is preserved.
+ Initial state of the additional devices is unimportant.

(S)
- A B M1 M2 M3 M4 Cin
o H
—

A 0 0 1 1 0 0
B 0 1 0 1 0 1
C, 0 0 0 0 1 1
S 0 1 1 0 1 0
(o 0 0 0 1 0 1

R O Rk O B

e N
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Logic-in-Memory 1-bit Full-Adder

« Example: A=1 B=0 C;,=1 S=0 C,=1.
« SandC,, (set to random values).

S 1oL _Rainitial=7kQ (L1) R, final = 6.99 kQ (L1)

m{

% 104E R initial = 70 kQ (LO) R; initial = 70 kQ (LO) i

o

~ 10° —

S 04E R, initial = 7 kQ (L1) R, initial = 6.98 kQ (L1) ;

.S

o

< o“EL R, initial = 30.5 kQ (random) R, final = 70 kQ (L0) ;

£

_ B

= 10

<, 10"‘E I il L,

3 3E Reou: initial = 13 kQ (random) Reou: final = 634 kQ (L1)

- 1 1 | 1 1

< 10,5 0.5 1 15 2 25 35
time (s) x 107
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Logic-in-Memory 1-bit Full-Adder

* Energy consumption breakdown
* FALSE op. (-3.5V/ 5 ns) is the most energy demanding.
« IMPLY performed with 10 ns pulses (optimized Vonp and Vger).
« Total energy consumption is 6.4 nd.

Device IMPLY FALSE Energy Total
Energy Energy
A 2.659 pl 0 2.659 pJ
B 254511 0 254511
Cin 254511 0 254511
MI1 (S) 4201 pJ 3x376p] 1.128 nJ
M2 1.778 pl 3x 376 p] 1.128 nJ
M3 4.345 pl 3x 376 p] 1.128 nJ
M4 9.191 pJ 3x376p] 1.128 nJ
M35 (Cout) 6.23 pl 3x 376 p] 1.128 nJ
M6 635 1] 2x 376 pl 0.752 nJ
Full Adder 6.4 nJ
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Logic-in-Memory 1-bit Full-Adder

* Energy consumption optimization and benchmarking
« FALSE conditions are heavily impacting on energy and time.

FALSE Pulse FALSE Total Total Exec.

Time / Voltage Energy Energy Time
Sns/-35V 376 pJ 6.4 nJ 345 ns

250ns/-2.35V 4.02 nJ 68.04 nJ 4782 ns

« LiM can compete with CMOS if R/W contributions are considered.

This State-of- CMOS *includes the energy and time needed to read 3
work the-art - bits (A, B, Ci,) and write back two bits (S, Coy) to
] ] . 108 us Exp. [9] = ps [9] an external flash memory.
Execution Time 345 ns >3.77us Sim. [4] = 0.5 ms* . _
Enerev Cons . 19.5 nJ Exp. [9] = {1 [9] Exp. in [9] uge Tlatlley Ior.19 r|;)ulses
gy Cons. : Unavail. in Sim. SETE (= ps). Using similar pulse W!d’[ we get
- A2 < AP 62 comparable energy consumption (67 nJ vs.
Footprint = > ]:: 07 19.5 nJ). However devices and Rg are slightly
. 13 </ EXP. different.
# of Steps 43 29 Sim., [4] |
8 Exn. [9 Excellent dependability
# of Devices 9 , - [] 36 FETs
6 Sim. [4]

of the proposed approach!

[4] S. Kvatinsky et al., IEEE Trans. VLSI Systems, vol. 22, no. 10, pp. 2054-2066, Oct. 2014.
[9] L. Cheng et al., 2017 J. Phys. D: Appl. Phys. 50 505102.
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Outline

Introduction

The RRAM Compact Model

* The Resistance Model
« Charge Transport
« Switching Dynamics (set and reset)

 Variability

Including RTN in the Compact Model

* RTN physics in RRAM

 Compact

Model of RTN in LRS and HRS

« Validation and Implementation

Applications

« RTN-based True-RNG Circuit
» Logic-in-memory 1-bit Full-Adder

Conclusions
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Conclusions

 Proposed compact model of RRAM devices

Completely physics-based, works in all regime of operation (also
ns-pulsed AC regime)

Easily tweakable and adaptable to a variety of material systems
Includes thermal effects, variability, and RTN (also multi-level)

Validated against a large experimental dataset, literature data, and
refined physics-based simulations.

Written in Verilog-A for advanced circuit simulations for many
applications: memory, neuro, PUFs, RNGs, more...

 The model can be successfully used to design innovative circuits
and reliably evaluate their performance (e.g., energy consumption)

T-RNG circuits for security, authentication, cryptography

LiM 1-bit Full Adder architecture with excellent energy/time
performances, in-line with experimental data
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